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Overview

o We systematize the design space for secure randomized caches by
identifying key security knobs

e e perform security analysis of each knob against conflict-based 5 5 e
attacks. We also study which combinations of these knobs work z = = . Skewdima LRy
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Conflict-based attacks: (e.g., PRIME+PROBE [S&P ‘15]) Attacker primes ; Eth:ati?;]’Ztildnteaegjt%ageifzg&%ﬁ ji;‘:;‘ty'
LLC with eviction set to create conflict with the victim's data; probing g appropriate knobs and sub knobs

latency reveals victim's cache accesses.
Occupancy-based attacks: (e.g., Website Fingerprinting [USEC ‘19]) o e
Attacker observes victim's cache usage via changes in its LLC working e o ietion et

set, leading to coarse-grained leakage without an eviction set.
Low-occupancy-based attacks: [USEC '25] Uses a much smaller (as
low as 10% cache size) buffer size to observe the victim cache usage.
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Data Store

High associativity provides significant security gains, even with just two skews.

Q)
_ 5 o Skews (load-aware) +
ag Store = o . .
©  Randomization + Extra Invalid
-
A % Ta gs (d ecou pled) + G IObaI 1.0+ —+—— Skew-2-LA-Inv1-GLRU 1.0 === Skew-2-Ass64-Ran ‘~
O ° ° —— Skew-2-LA-Invl-GRan ‘.,,,._s,}:;,;._é;*frs:;?-{'ti?-ii:'i";;;j.?}f-?'“'j'::':::E: ;.‘;';"'T».':”"i"."": —=— Skew-2-Ass64-LRU ) Sl "
Pointer-based - % Random Eviction 0.8l L L1 R o) o p ] Skew-2-AsS64-RRIP
; I3 - e b | 2 o T S ] g sy
. = <. MIRAGE [USENIX SECURITY ‘20] & 0.6 {{ e skowop Eainva-oRmAy |8 @ 06{  Skew-2-Ass128-LRU
Set associative lookup Q ‘ c | sewewmaan c Skew-2-ASS128-RRIP
. _— —— Skew-2-LA-Inv4-GRan ¢ — ;
in tag store O MAYA [ISCA ‘24] 2 s S F B 5.l Skew2ss12aReLRU
= — Skew-2-LAINV4-GRPLRU 4" /f >
L " L
0.2 0.2
u | 0.0+ CE—— 0.0 R
Secu rlty KnObs and Metrlcs Used 0 50 100 150 200 250 300 0 50 100 150 200 250 300
Size of Eviction Sets Size of Eviction Sets

Knobs Random performs worse GRPLRU performs similarly to
l l l l l than LRU and RRIP GLRU, while being more practical
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Conflict Testing is >10x
faster than PPP and
requires less number of
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Measures the probability (or rate) Quantify in terms of number of
of evicting the target address LLC evictions needed to
using a perfect eviction set create a fixed-size eviction set

Loop start .
1. Select random target x We test popular algorithms

2. Generate eviction set E for x such as Conflict Testing and
. Mogess X Prime, Prune and Probe (PPP)

4. Access E . 10.71 31.5 5000 64739 68479
5. Check whether x is evicted g' L
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