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1. Introduction 4. Maya Cache Design
Problem: Mirage proposed a last-level cache (LLC) design with MIRAGE Data Store MAVYA
complete security, only incurring a marginal performance overhead, >20% storage overhead 2% storage savings Data Store

and hence offers a sweet spot in terms of security and performance.
However, it incurs an additional storage of 20% at the LLC with a static
power overhead of 18% compared to a hon-secure baseline.

Tag Store Tag Store

Goal: To propose an LLC design that can provide the illusion of a fully
associative cache and, hence, the security guarantee without
significant storage, power, and performance overhead.

Observations: A large fraction of the data store entries in the LLC are
dead, and simply occupying space in the LLC.

Data entry requires 8X the number of bits compared to a tag entry

Approach: We propose Maya, a secure and storage-efficient | o
randomized LLC that provides the illusion of a fully associative LLC. Maya introduces a priority bit in each tag entry to track reuse. It also

Maya uses a smaller data store compared to the baseline, with provisions extra tag store entries and uses fewer data store entries.

additional tag entries for security and tracking reuse to avoid any priority 0 : Only Tag, No Data I B
performance overhead due to the reduced data store size. o
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Eviction-based cache attacks: An attacker fills its data into an LLC Install 3 1| data eviction
that conflicts with the victim's data. The difference in access latency g
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Mirage [1]: provides a proxy for a fully associative LLC with the help of o 2 4 6 8 10 12 14 16
a decoupled tag store and data store. It maintains a set associative tag AAIGT OF ErlE U7 In @ Buaciopt
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3 Motivation
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Naively reducing the data store size will lead to a large loss In Maya ISO 10" (10" years) 26% 1.847%
performance = need a modification in the microarchitecture. The Maya cache design provides an optimal balance between
Reuse Cache [2]: uses a larger tag store with two different types of tag security, storage, and performance.
entries: ones with only tag and the others with both tag and data.
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